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MK 02.01. AAMUHUCTPUPOBAHUE CETEBBIX OIIEPAIIMOHHBIX CUCTEM

IIM. 02 OPTAHUM3ALMA CETEBOI'O AAIMUHUCTPUPOBAHUSA OIIEPAIIMOHHBIX
CUCTEM

s crienranbHOCTH: 09.02.06 CeTeBoe U cucTeMHOE aIMMHUCTPUPOBAHHUE

KBATM(PUKALUS BHITYCKHUKA: CHCTEeMHBIH aIMUHUCTPATOP

I'mazos, 2025



TpedoBannsa ®PI'OC k o0pazoBaTeIbHBIM pe3yJIbTaTaAM:

B pe3yJbTaTe
JTUCIUTUTUHBI
JIOJKEH YMETh!

OCBOCHUS
oOygaromuics

HCII0JIb30BaTh COBPEMEHHBIE METOIbI KOHTPOJIS
MIPOU3BOIUTEIBHOCTH HH(POPMALIMOHHO-
KOMMYHUKAIlHOHHOW CHCTEM;

MI0JIb30BaThCA HOPMATUBHO-TEXHUYECKOM IOKYMEHTALlUEN B
o0acTi HH(HOKOMMYHUKAIIMOHHBIX TEXHOJIOTU;
MCII0JIb30BaTh Pa3IMYHbIC CPEACTBA U PEKUMBI YCTAHOBKHU U
OOHOBJICHHS ITPOTPAMMHOTO O0ECTICUEHUS
MH(OPMALIMOHHO-KOMMYHHUKAIIMOHHOM CUCTEMBI, B TOM
YHUCJIe aBTOMATUYECKUE;

BBIIIOJIHATH JIAHOBOE apXHUBUPOBAHUE ITPOTPAMMHOIO
o0ecrievyeHus.

OCBOEHUS
oOyJaromuics

B pe3yibTare
JUCLIUILINHBI
JOJKEH 3HATh:

JIUIICH3UOHHBbIC Tpe6OBaHI/ISI 10
yCTaHaBJIMBAEMOI'0 IPOrPaMMHOI0 00eceueHus;
TUIIOBBIC HNPUYHMHBI HWHIOUJACHTOB, BO3HHUKAKOINIUX IIPHU
YCTaHOBKE [IPOTrPaAMMHOI0 00€CIIeUEHNUS;

TUIOBBIE  MpOLEXypbl U CTAaHAApPThl  OOHOBIICHUS
IPOrpaMMHOr0 00ecrieueHs] TEXHUYECKUX CPEJICTB,;
JMIIEH3UOHHBIE TPEeOOBaHUS MO HACTPOWKE OOHOBISEMOTO
MIPOrPaMMHOTO O0OCCIICUCHUS;

periaMeHTbl MpOBEAEHUs MNPO(QUIAKTUYECKUX pPadOT Ha
aJIMUHUCTPUPYEMO MH(POPMALIMOHHO-KOMMYHUKAIIMOHHON
CUCTEME;

TpeOOBaHUS OXpaHbl TPYJia pU paboTe ¢ ceTeBOH
anmnaparypoi aiMMHUCTPUPYEMON HH(POPMAIIMOHHO-
KOMMYHHKaHHOHHOﬁ CHUCTEMBI

HAaCTpOWKe

Yeaowcaemviii cmyoenm! Bam npeonazaemcsa evinonnums 15 3adanuii 6 mecmogoti ¢popme 0ns
KOHMPOJISL YCBOCHHBIX 3HAHUL U NpAKMu4eckoe 3adanue O/ OYeHKU O0C80eHHbIX ymenull. Kajcoas
yacme oughzavema oyenusaemcs. Mmozoeas oyeHka cKiaovbléaemcs KaK cpeoHee apugmemuieckoe
08YX 3a0aHUll, ¢ y4emom meKyueti ycnegaemocmu no y4eOHou OucyuniuHe.

3agaHus 1715 NPOBEPKH YCBOCHUSI 3HAHUIA.
Kpumepuu oyenku mecmoswvix 3a0anuii.
Ipasunvhnoiti omeem Ha 6onpoc oyernusaemcs 6 1 6ain, HenpasUIbHBIN OMEem Ul €20 OMCYMCmaue —

HOJIb OAN08.

OmneHka ITporeHT npaBUIIBHBIX OTBETOB
5(0TIMYHO) 90% - 100%
4(xopo1o) 70% - 89%

3(yIOBIETBOPUTENHHO) 55% - 69%
2(Hey10BJIETBOPUTEINILHO) 54% u meHee

Bpems na evinonnenue sadanui: 1 akademuueckuil wac.

1.YTo0 fAe1aeT KOMMYTATOP B ceTH?

a) [lepenaér naHHbBIC BCEM YCTPOUCTBAM B CETH
b) [lepenaér nanHbIE TONBKO ONPENEIEHHOMY YCTPOUCTBY

c) ®unbTpyet naketsl 1o [P-agpecy

d) HIudpyer Tpaduk




2.Kaxkue ycTpoiicTBa o6ecneunBaiotr nutanue yepe3 Ethernet (PoE)?
a) KommyTratopsl

b) MapuipyruzaTopsl

c) CereBble KapThl

d) MexceTeBbie IKpaHbI

3.Kakoii koMIoHeHT o0ecneuynBaeT MOJAKJIIYeHHEe YCTPOUMCTB K 0eCIpoBOHOM ceTH?
a) Kabenp RJ45

b) Wi-Fi poyrep

c¢) IlaTu-nanenp

d) Konniearparop

4 Kakasi TeXHOJIOTHS M03BOJISIET CO3/1aTh HECKOJIbKO BUPTYAJbHBIX ceTell BHYTPH OHOM
¢puznueckoi cern?

a) VLAN

b) NAT

c) VPN

d) DHCP

5. 151 yero ny:xken SFP-monyn?

a) [logkaroueHue oNTOBOJIOKHA

b) [loaxntoueHrne KoaKCHalIbHOTO Kabess
¢) [loakiroueHre BUTOM Mmapbl

d) [MonkroueHue aHTCHH

6. Kakoii mpoToKoJI HCIIOJIb3YeTcsl A1 JTUHAMHYecKoro Ha3Hayenus IP-agpecos?
a) HTTP

b) FTP

c) DHCP

d) SMTP

7.I1poToK0.1, HCIIOJIb3YeMblii /151 TPAHCASIUN UMeH XocToB B IP-anpeca:
a) DNS

b) ARP

c) ICMP

d) BGP

8.IlpuHuMn padoTsl NPOKCH-CEpBEPa 3aKJII0YAETCs B:

a) [IpsMoM coeTMHEHNH KIMEHTa C CEpBEPOM

b) [IpoMeKyTOYHOM COETMHEHUHU MEKTY KIMEHTOM U CEPBEPOM
¢) OTKIIIOUEHNH COETUHEHUS MEXKAY KIMEHTOM U CEpPBEPOM

d) [lepechuike makeToB 6€3 U3MEHEHUS

9.TexHoJiorus, odecneynBawmast 6e30NaCHBINA YIaTEHHBbIH T0CTYN K CeTH:
a) SSH

b) Telnet

c) POP3

d) IMAP

10. MpocTeiimmii ”HCTPYMEHT [JIsl MPOBEPKHU TOCTYIHOCTH y3/1a B CETH:
a) Ping



b) Traceroute
c) Netstat
d) Ipconfig

11.SDN (mporpamMmHo-onpeae/sieMble CeTH) NO3BOJISIIOT:
a) YIpaBisITh CETEBBIMU YCTPOMCTBAMU LIEHTPAIN30BAaHHO
b) YBenn4nuTh CKOPOCTH MEpeiaun JAHHBIX

c¢) ObecreunTs JIyUlIyro 3alIUTy OT BUPYCOB

d) YiydmuTh Ka4ecTBO BUIEO

12. Kontpo.iepsl 1oMeHoB B Active Directory oTBeyaror 3a:
a) [IpoBepky NOATMHHOCTH MOJIb30BATEIECH

b) YnpasieHnue 10CTyrnom K NpuHTEpam

¢) Haznauenue IP-anpecos

d) Pe3epBHOE KOMMpPOBaHKE JAHHBIX

13. BanraHncupoBKa HATPY3KH B CETH IOCTUTAeTCs MyTEM:
a) Pacripenenenus tpaduka Mex 1y HECKOJIIBKUMH CEpBEpaMH
b) OrpannuyeHuss CKOPOCTH Mepeiadu JaHHBIX

¢) YMeHbIIeHHs KOJIMYeCTBa MOKITIOUEHHH

d) YBennueHus mponycKHON ClIOCOOHOCTH KaHalla

14. I'mnepkonBepreHTHasi HHPPACTPyKTypa o0beANHACT:

a) BeruucnuTenbHble pecypchl, XpaHWINIIA JAHHBIX U CeTeBble (PYHKILIMU B OJTHOM YCTPOHCTBE
b) ToJIbKO BBIYUCIUTENBHBIE PECYPCHI M XPaHWIIUIIA JaHHBIX

c¢) Tosnbko ceTeBble PYHKIUHU U XPAaHUIIUILA TaHHBIX

d) TosbKO BBIMHCIUTEIBHBIE PECYPCHI U CETEBbIC (DYHKIIMH

15. DDoS-aTaku npe1oTBPalIalOTCA ¢ MOMOIIBIO:
a) AutuBupycaoro 10

b) MexceTeBbIX 3KpaHOB

c¢) Cucrembl 0OHapyX eHUs BTOPKEHUH

d) Bce BbIIenepeuncienHoe
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