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Tpeoosanus ®I'OC k oOpa3oBaTe/IbHBIM pe3yJbTaTaM:

B pe3yibTaTe OCBOCHHUA - TPOEKTUPOBATH JOKAIBHYIO CETh, BRLIOUPATH CETEBHIC

JUCLUIUIMHBI oOyyaromuics TOTOJIOT U

AOJDKCH yMETh. - HCIIOJIB30BaTh MHOTO(QYHKIMOHAIbHbIE TPUOOPHI
MOHUTOPHHTA,

- [pOrpaMMHO-aNNapaTHble CPEACTBA TEXHUYECKOTO
KOHTPOJISI JIOKAJILHOM CETH.

B pesyipTare OCBOCHHSA - 00IMe MPUHIUITBEI TOCTPOCHUS CETEH, CETEBBIX TOTIOJIOTHIA,
JAUCLMILINHBI o0y4arommMics MHorocioiHoi Moaenu OSI, TpeboBaHuii K
MOJIKCH 3HATh: KOMITBIOTEPHBIM CETSM;

- apXHUTEKTYpPY MPOTOKOJIOB, CTAHIAPTU3ALIMH CETEN, ITAIIOB
MIPOEKTUPOBAHUSI CETEBOI HHPPACTPYKTYPHI;

- 0a30BbI€ MPOTOKOJIBI U TEXHOJOTUH JIOKAJIBHBIX CETEH;

- [PUHLHUIBI HTOCTPOEHUS BBICOKOCKOPOCTHBIX JIOKAJIbHBIX
ceTei;

- CTaHaapThl Kabenel, OCHOBHBIE BUIbI KOMMYHHUKAIIMOHHBIX
YCTPOMCTB, TEPMUHOB, IOHATHIA, CTAHAAPTOB U TUIIOBBIX
3JIEMEHTOB

- CTPYKTYpHUPOBAHHOM KaOEIbHOW CHCTEMBI.

Ha3nauenne:
KOM npennazHayeH Juisi IPOBEIEHUS MUTOIOBOIO KOHTPOJIS, C LENbIO NMPOBEPKH OCBOEHHBIX
YMEHUH U YCBOCHHBIX 3HAHUM B XOJ€ U3yUYEHUS TUCLUUILINHBI.

®opma npoBeieHNs KOHTPOJIs: Aud3auer
IIpuMepHbIe Bonpockl A Aud3adera

1.Monens OSL VYpoBHHK MOJIENH OSL Bsaumoneiicteue MEXIY YPOBHSIMH.
. O6mue ceeaenus o6 IPsec. 3ammura npotokona IP. Ctpykrypa npotokona [Psec.

. Mertonbl pa3BepThIBaHus GU3NUECKON HHPPACTPYKTYPHI CETEH.

. Monutopunr Certu Syslog. [Ipunmun padotst Syslog. Hactpoiika Syslog

. JIornueckne OCHOBBI TEXHUYECKOMN IKCIUTyaTalluK CETEN.

. Cetn VPN ynanénnoro gocryna c ucrnoib3oBanuem [Psec.

. KommyTtanmonnoe obopynoBanue. MapuipyTus3atopsl. Y IpaBiIsionue yCTpoicTBa.

. [Ipotokon ynpasnenuss SNMP. [Tpuniun padotsr SNMP.

. Paznmnunsie Tunel Ethernet. Crierudukaru Ethernet, Fast Ethernet. G. Ethernet. 10G Ethernet.
1. TIporoxon Hot Standby Routing Protocol (HSRP) xommanuu Cisco

12. CtpykTypupoBaHHas kabenbHas cucteMa. AKTUBHOE U naccuBHoe obopynoBanue CKC

13. IIporokon NetFlow. [Tpuniun padotsr NetFlow.

14. CoBpeMeHHBIE cEeTEBBIE IPOTOKOJIBI. MOAEIN MEKCETEBOTO B3aUMOIEHCTBUS

15. IIpuHIume! «Tp€XCTOPOHHETO pyKonoxatus» TCP.

16. IMpotokon Gateway Load Balancing Protocol (GLBP) kommnanuu Cisco

17. Ornanka cetu. Iloumck W ycTpaHeHHe HEMOJIAJIOK C MCIOJIb30BAaHUEM CHCTEMHOrO IMOAXO/a.
JIoKyMeHTaIus 1Mo CETH.

18. CereBoe 000pymOBaHUE JIJIsl TPOBOJTHOM JIOKAJILHON CETH

19. O630p TexHoNOrUi rI00ansHON cetu. [IpuHIMI paboThl IM00AIEHON ceTH

20. Mogens TCP/IP. Ctex nporokonoB TCP/IP. JlnarHocTHyecKne yTHIIMTHI TPOTOKOJIA.

21. Ompenenenue THIOBBIX oMOOK KoHpurypanuu STP
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22. BBoj B 3KCIUTyaTallMi0 KOMIBIOTEPHBIX CUCTEM. TeXHUYECKast U MPOEKTHAs JOKYMEHTAIUs

23. becipoBoanbIe mupokonogocHbie ceT. Hactpoiika monkmouenuit XDSL. O630p PPPoE

24. Tlonsartue cepBepa. Turbl cepBepoB. M3ydeHne TUIIOB CEpBEPOB U MX CHEIUPHKA OOCTYKHBAHHS

25. O630p mocCie0BaTeIbHOTO COEIMHEHUSI «TOYKa-Touka». CBsI3b MO MOCIEA0BATEILHOMY KaHay.

Wukancynauua HDLC

26. IIpoexkTupoBanue JoKaabHOU ceTh. [IpoeKTHO-IKCIUTyaTallMOHHAS TOKYMEHTAIUsI KOMITBIOTEPHBIX

ceren

27. ArperupoBanne KaHaioB. IIpoBepka W mpoduIaKTHUKa CeTeBBIX O00BEKTOB. CHocoObl U

MIEPEKIIIOUEHHUS HA PE3EpPB.

28. Cetn VPN. OcHossl ceteit VPN. Tunsi cereit VPN.

29. PesepBupoBaHHE KaOETbHBIX CHUCTEM, PE3EPBUPOBAHHUE CHCTEM ONTHYECKON CBS3H, JIMHEHHOE

pe3epBUpPOBaHUE, CHCTEMHOE PE3ePBUPOBAHNE

30. IIpoTokon rpannyHbIX 1LTH030B (BGP).

31. Konuenmuu 6ecripoBoiHOM cBs3u. BBenenue B 6ecripoBoHyto cBsi3b. KommonenTs! ceteit WLAN.

Tomnonoruu cereit WLAN 802.11. 2

32. CpencTBa oUCKa U yCTpaHEHHs Heroina10K. CUMOTOMBI M IPUYKHBI OTJIAJIKU CETH.

33. Pa3BenpiBaTenbHbIe aTaku, ATaku noctyna, Otka3 B oocinyxuanuu (DoS-arakn).

34. Ilposepka npaBuibHOcTH KoHGurypauuu TCP/IP ¢ momombio ipconfig

35.¥Yrpo3sr miist cereit WLAN. O6ecnieuenne 6e3omacaocta WLAN.

36. IIporpammHO-anmnapaTHble CpeICTBA TEXHUYECKOTO KOHTPOJISL.

37. Hacrpoiika 6ecripoBOAHBIX KIHEHTOB. [TouCK U ycTpaHeHne Hemoaaok B padote cereid WLAN.

39. Pacuiupennsie mapameTpsl npotokoia OSPF nmis ogHoii obnactu.

40. Ilouck u ycrpaneHue Heroyaaok B pabore CKC

41. nctpymeHTapuil ceTeBOro aIMMHHUCTPATOPa sl HAOMIOACHUS

42. Hacrpoiika LoopBack Detection Independent STP B pexxume Port-Based

43. CocraBnsomue OpoUeAypbl MOUCKa M yCTpaHeHuss Hemonaaok B pabore OSPF mns omnoit
obacTH.

44. Hacrpoiika Rapid PVST+, PortFast u BPDU Guard

45. TTpuanun padotsr OSPF 11t HecKOIbKUX 00MacTel.

46. Y nanéunsiii noctyn. Pemenust VPN s ynanéunoro nocryna. Ceru VPN ynanéunoro noctyna c
ncronb3oBanueM [Psec.

47. llpunnun pabdotel OSPF nans weckonbkux obnacteit. Haznauenwe OSPF nmns HeckombKHX
oOnacrei.

48. Mepsl 110 oOecrieueHU 0 OE30MaCHOCTH CETH. Y SI3BUMOCTH U CETEBbIC aTaKU.

49. TIpuanun padots! maketoB LSA B OSPF s Heckonpkux obnacteid. Tabmuia MapmpyTH3anuu 1
tunsl MmapmpyroB OSPF.

50. KonnenryansHoe mpeobpa3oBanue cereBbix anpecoB (NAT). [IpeoOpa3oBaHue aapecoB MOPTOB
(PAT).

51. IIpoexTupoBanue u obecneuenune 6ezonacHoct VLAN: hopping, cnypuHr komMmMyTaTopa, aTaka ¢
JBOMHBIM TETUPOBAHUEM.

52. llpunanmn padots! mporokoia PPP. [Ipenmymecrsa mporokona PPP. LCP u NCP. Ceancsl PPP.

53. MexceTeBbie SKpaHbl. AyTeHTU(DUKAIINS, aBTOPU3ALIUS U YUET

54. TlpoBepka u nmpouiIakTUKa ceTeBbIX 00BbEKTOB. CIIOCOOBI M MEPEKITIOYEHMS Ha PE3EPB.

55. OcHoBbl GRE. Tynnenn GRE mexay oobekTamu.

56. DkcriepTHBIE CHCTEMBI aHATN3a TPUYUH «aaacaus» JIBC

57. Ilporokon ayrentuduranuu Challenge-Handshake (CHAP)
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