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Tpeodosanusa ®PI'OC k o0pa3oBaTeIbHBIM pe3yJibTaTaM:

B pe3yIbTaTe OCBOCHHA - TIPOEKTUPOBATH JOKAJIBHYIO CE€Th, BRIOUPATh CETEBbIC

JUCLIUTUTUHBI oOygarommuiics TOIIOJIOTUH;

NOJDKEH YMeTh. - HUCTOJb30BaTh MHOTO()YHKIIMOHAIBHEIE PUOOPHI
MOHHUTOPHHIA,

- IpOrpaMMHO-aIlIapaTHbIE CPEICTBA TEXHUUECKOTO
KOHTPOJIS! JIOKAJIbHOW CETH.

B pe3yibTaTe OCBOCHHUA - 0011IKe NPUHIHUIIBI TOCTPOCHUS CETEH, CETEBBIX TOMOJIOTHA,
JUCHUIITTMHBI oOyuaromuics MHorocnoiHoi moaenu OS], TpeboBaHuit K
MOJIKCH 3HATh: KOMITBIOTEPHBIM CETSIM;

- apXUTEKTYpY IPOTOKOJIOB, CTAHIAPTU3AIMH CETCH, ITAIIOB
MIPOCKTHPOBAHMSI CETEBON HHPPACTPYKTYPHI;

- 0a3oBbIe MPOTOKOJIBI U TEXHOJIOTHH JIOKAJTBHBIX CETEH;

- NPUHIHUIIBI TOCTPOCHUS BEICOKOCKOPOCTHBIX JIOKATBHBIX
CeTeH;

- CTaHIapThI KaOelel, OCHOBHBIC BUIbI KOMMYHHKAITHOHHBIX
YCTPOMCTB, TEPMUHOB, MOHATUHN, CTAHAPTOB U TUIIOBBIX
3JIEMEHTOB

- CTPYKTYpUPOBAHHOM KaOelbHOI CHCTEMBI.

Ha3nauenne:
KOM Hpez[Ha3Haqu 1A HpOBCIIeHI/Iﬂ HUTOT'OBOI'O KOHTpOHﬂ, C IICJIBbIO HpOBepKI/I OCBOCHHBIX
YMEHUI U YCBOCHHBIX 3HAHUM B XO/€ U3yUEHHUS TUCLUUILINHBI.

@®opMma npoBeAeHUsI KOHTPOJIS: dK3aMeH

IIpumepHBIe BOIPOCHI IS IK3aMEHA

. Ha6op npotokonoB TCP/IP u nportecc oOMeHa TaHHBIMHU.

. Onnopanrossie cetu (P2P). Moaens Tuna «kKJIueHT-CepBep».

. KonBeprenTtHele cetn. KauecTBO M HaJIeKHOCTB CETEM.

. O630p potokonos HTTP, HTTPS, SMTP, POP u IMAP

. MuoroyposueBsie mojenu OSI u TCP/IP.

. Ayrentudukanus, apropusanus 1 yuét. Bkimoyenne nporokona SSH.

. CereBas aapecanusi. MAC- u IP- anpeca.

. Pa3zBenpiBaTenbHble aTaku, Ataku qoctyna, Otkas B o0ciyxuanuu (DoS-atakn).

9. Cpenpl nepeaur TaHHBIX U UX XapaKTEPUCTUKU: MPOMYCKHAsI CIOCOOHOCTh, TPOU3BOIUTENBHOCTD.
10. Mepsl o obecnieueHUI0 6€30MaCHOCTU CETU. Y A3BUMOCTH U CETEBBIE aTaKH.

11. IpoextupoBanue u odecneyenune 6ezonacHoctd VLAN: hopping, cnypuHr KomMmMyTaTtopa, aTaka ¢
JBOMHBIM TETUPOBAHUEM.

12. Bunet memubix ceteBbix kaOeneit: UTP, STP, koakcuanbnbii. CTpykTypa U OCOOEHHOCTH
MIPOKJIJIKH ONTOBOJIOKOHHBIX Kabesew.

13. becnipoBoHbIe cpescTBa nepeaayun Aanubix. Crangapt Wi-Fi IEEE 802.11.

14. CoBmecTHOe wucnonp3oBaHue npoTokonoB IPv4 u IPv6: nBOWHON CTEK, TYHHEJINPOBAHMUE,
npeoOpaszoBanue. [Ipencrasnenue [Pv6-anpecos.

15. Wnkancynsus coobmenuit OSPF. Tunel makeroB OSPF: maker mpusetrctBus (hello), maker
omucanusi 6a3pl gaHHBIX (DBD), maker 3ampoca coctosaus kanama (LSR), maker oOHOBIEeHMs
cocrostHus kaHana (LSU). maket moarBepskaeHus coctossuus kanana (LSAck).

16. Yopasnenue norudeckum kaHajaoM (LLC) m YmpaBienue nocTynoMm K cpeze Hepefadd JTaHHBIX
MAC.
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17. Coucku xoutponst nocryna (ACL). Ilpunmun padorst ACL cnuckos. Tunst ACLcenuckoB Cisco
s IPv4.

18. ®usmnueckas u JOrMyYecKas TOIMOJOIMS CeTU. TONOJOTMHM «TOYKA-TOUKa», <«3BE3Jan,
«TIOJIHOCBSI3aHHAS, «KOJbIIEBAs».

19. CemeiictBo ceteBbix TexHonoruii Ethernet.

20. ITpoTokoibl MapuIpyTu3auu no coctosiauio kanana OSPF u IS-IS.

21. YopaBneHue 10cTynoM K cpene nepenaun JaHHelx (CSMA).

22. XapakTepucTuku, TpuHOHUNBE padoTel U kKomnoHeHThl OSPF. CpaBnenue OSPFv2 u OSPFv3.
Anpeca tuna link-local.

23. IIpotokon pazpemenns aapecoB (ARP). Tabmumpl ARP Ha ceTeBbIX ycTpoicTBax.

24. 3aummra noptoB VTY ¢ nomouisto crannapraoro ACL-cnimcka IPv4.

25. OcHoBHas uHpoOpMaIus 0 mopTax kommyTatopa. Tabnuima MAC-aapecoB KOMMyTaTopa.

26. Ilporokon DHCPv4: 6a3oBas omepamwms, (popmar cooOmieHud, cooOmeHusT OOHApYKEHUS U
MIPEII0KEHUSI.

27. YcrpoiictBo Mapuipytusaropa — [Iponeccop, namste, onepanuonHas cucrema. llonkimouenue k
MapIIPyTU3aTOPy Yepe3 pa3inyHble TOPTHI.

28. KonmenryansHoe npeoOpasoBanue ceTeBbix anpecoB (NAT). IIpeobpazoBanue ajpecoB MOPTOB
(PAT).

29. CeTteBoil ypoBEHbB B IPOIIECCE MEepeavn TaHHbIX. [[pOTOKOIBI CETEBOTO YPOBHS.

30. IIporokon DHCPv6. ABToMarmyeckass HacTpoiika ajapeca 0e3 OTCICKHUBAHHUS COCTOSHUS
(SLAAC). IIpoueccst DHCPvO.

31. Ha3znaueHue u 3a7a4u TPAHCIOPTHOTO YPOBHS. MyJIbTHILNIEKCUPOBAHHE CEAHCOB CBSI3U.

32. Kiaccudukanus mpotokosioB Mapmpytuzamud. IIporokonsr IGP w EGP. JlucranimonHO
BekTOpHbIE IpoTOKOIbI RIP, IGRP.

33. Anpecanusa noptoB u cermertanuss TCP u UDP. O6men nanneiMu mo TCP. Ilpomneccer TCP
cepaepa.

34. bydepuzanmus mamsaTH Ha KoMMyTraTopax. DUKCHpOBaHHAasE W MOJIyJbHas KOH(UTYpaIUH
KOMMYTaTOpOB.

35. O6men pnanHsiMu ¢ ucnoas3oBaHueM UDP. Ilponeccst u 3ampocst UDP-cepsepa, UDP
Jararpammsl, nporeccbl UDP-kinenTa.

36. Cratuueckoe M AUHaMHueckoe mnpeoOpasoBaHue cereBblXx aapecoB (NAT). IlpeobpazoBanue
anpecoB noptoB (PAT). CpaBuenue NAT u PAT.

37. Crpykrypa IPv4-ampecoB. Macka mnonacetu IPv4. CereBoli anmpec, aapec y3ia u
LIMPOKOBEIIATENbHBIN aapec cetu [Pv4.

38. Mapmpytusupyemsiii nopt, EtherChannel yposus 3. Konduryparus mapuipyrusupyemMoro nopra.
39. beckiaccoBas MexzaoMeHHas Mapumpytusanuss CIDR. Macka nojaceTd NepeMEHHON UIMHBI
(VLSM).

40. TIporokon nepenauu ¢aitnos (FTP). Ilporokon o6mena 6mokamu cepBepHbIX cooduienuit (SMB).
41. Mmuoroanpectnast nepenaua. IlyOnuunbie u udactHbele [Pv4-agpeca. IPv4-anpeca cneunanbHOTO
Ha3HAYCHUS.

42. Ilpotokon cereBoro Bpemenu (NTP).

43. Cratuyeckas U IMHaAMHUecKasi KOH(QUTypaluy ri1o0aibHOro MHIUMBHYalIbHOTO ajpeca.

44, VYsa3BUMOCTH W ceTeBble aTaku. Pa3BenpiBaTenbHble araku, ATaku jgoctyna, OTka3 B
obciyxuBanuu (DoS-arakn).

45. IlpencraBnenue [Pv6-anpecos. IlpaBuna cokpamenus 3anucu IPv6- anpecos. UnauBUyabHbINI,
IpyNIOBOM, MPOU3BOJIbHBIN THIIEI [PVv6-aapecos.

46. Buptyanbnble 1okanbHble ceTd (VLAN) — knaccudukanus 1 OCHOBHBIE XapaKTEPUCTUKH.

47. Paznenenune IP-cereit Ha mojaceTH.

48. PeszepBHOE KONMMpOBaHHE, OOHOBJIIEHWE W YCTAHOBKA HCIpaBiIeHHH. MexXceTeBble SKpaHBbI.
AyTeHTHUKALMS, aBTOPU3ALUA U YUET

49. bazoBas MojieTh ¥ Ha3HaueHue 010koB aapecoB VLSM. [TnanupoBanue ajpecanuu CETH.



50. Pacmpoctpanéunbie yrpos3sl Oe3omacHocTd: mepenonHenue Tadmunsl MAC-aapecoB, DHCP
cnypUHT, UCTIOJB30BaHKE ys3BUMOCTel npoTokona CDP, Ataku Telnet u mp.

51. Cnyx6a nomenusix umMén (DNS). @opmar coobmenunii u uepapxuss DNS. Ytunura «nslookupy.
52. IIpoTokosbl AMHaMU4Yeckoi Mapuipytusamnuu cereid IPv4 u IPv6.

53. IlpeumymiecTBa ¥ 3a1a4u CTATUYECKOW MApIIPyTU3AMUHA. TUIIBI CTATHYECKUX MApPIIPYTOB
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